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e TRANSPARENCY
INTERNATIONAL

the global coalition against corruption

CORRUPTION
PERCEPTIONS
INDEX 2020

The perceived levels of public sector
corruption in 180 countries/territories
around the world.

 EREVIZANMIERDMEIML TS
Zib - BEDEFRZRMI DL

SCORE COUNTRY/TERRITORY ~ RANK

United States 25 m Rwanda 49 m Argentina 78 Albania 104 m Malawi 129 Tajikistan 149
88 | Denmark 1 of America EEN Grenada 52 Bahrain 78 [EF Aigeria 104 [ETM mali 120 |FZH Honduras 157
B8  New Zealand 1 [ seychelles 27 M ialy 52 China 78 [E3 cote divoire 104 Russia 120 [FZH Zimbabwe 157
85  Finland 3 [E0 Taiwan 28 EEM Malta 52 Kuwait 78 El Salvador 104 Laos 134 Nicaragua 159
B5  Singapore 3 [0 Barbados 22 FEM Mauritius 52 [F solomonislands 78 T3l Kosove 104 [EE Mauritania 134 Cambodia 160
85  Sweden 3 [EH Bahamas 30 EEJ saudi Arabia 52 KM Benin 83 Thailand 104 Togo 134 I chad 160
85 switzerland 3 [EM Qatar 30 Ml Malaysia O e o2 EVER ietnom 101 EPER nominican 127 EVEE rcene .
84 Norway 7 cn Spain 32 B Namibia 57 R . m :)I D‘u’en |a
82 Netherlands 8 Korea, South 3l I o | A t 1 5
80  Germany 9 [ portugal 3 Armenia R 2o | ustria . .
80  Luxembourg s [E0 Botswana 35 EFM jordan U 20 | 59 Sa I nt VI nc e nt a r
Australia 1 Brunei 35 PEM slovakia VI 40 | B I H
Barussatarn elgium 15 he G di
az:ad:un H BN israel 35 47 Belargs 63 ﬂ t e re n a I n e S
um:sea Kir\g dom 11 [ Uithuania . o [ 20 | .
ST F T . e = Estonia 17
ustia saint Vincent and 40 giﬁmiﬂf‘pe &3 B 8 ca b (9] Ve rd e
Belgium 15 the Grenadines
Estonia 17 [ Cabo Verde a1 % Montenegro 87 celan
Iceland 17 CostaRica 42 A=A I I d 1 7 C t R'
Japan 1 G cyprus s Buigari “ 0S5ta RiICa
Ireland 20 m Latvi 42 ungary E
United Arab T | Gaen,:ia P Jamaica 69 anan ‘I 9
EM roans o DMeomma o p <7/ Cyprus
B Uruguay 21 Ell saint Lucia s EXR SouFﬂ Africa 69
Bl ENomme e PR o Ireland 20 i
aan EN coechia 1o EEM Ghana » <7/ Latvia
Chile 25 FER Maldives 75
E. Oman 49 m Vi . 75
- U ' d A b 21 -
nited Ara 56 K€ i
, eorgia
Fmirates
#cpi2020
N
, ok Www.transparency.org/cpi
Do man W s e gm0 mon man s o s This work from Transparency Internatianal (2020) is licensed under ¢C BY-ND 40 @) @ G
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(I & (HaTh ? 355 S D&
philosophy ethics

phi-los-o-phy pilural philosophies 2 ethics [plural] moral rules or principles of behaviour for deciding
1 [uncountable] the study of the nature and meaning of existence, truth, what is right and wrong:
good and evil, etc: a report on the ethics of gene therapy
Emma studies philosophy at university. professional/business/medical ethics (=the moral rules relating to a
philosophy of particular profession)
the philosophy of science public concern about medical ethics
2 [countable] the views of a particular philosopher or group of a code of ethics
philosophers
philosophy of

the philosophy of Aristotle

3 [countable] the attitude or set of ideas that guides the behaviour of a
person or organization:
The company explained their management philosophy.
The idea that vou should treat others as you would like them to treat
vou is a fine philosophy of life.
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REFBI
Vol. 67, No. 2, Apr. 2016

MEE BT OLOF, EOFE—RBEZOHENER—

EEBAfR oM —BEERIC AT T

—— B L ks E R B LT —

s H = A

{EEMGR L3 T—h ot ofigEos 2 B L L2 EEic L - TESRBME) TH 5. #
L LT, BRAN/BHRRA, FRAHR/ 48, W/ 2, REAN/EAN, BEX/EBH, FEL/K
A, GEEME/ BERZESHD. Thit, MEOACHIEZ AL 3 220K L iaxtidine,
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L EERREEEH?
O o BENEER R B3 2 — B

ERET I LIcH D, FEBR LD TR,

HFE o fiduciary relationship 12247- 3 HAZET
b5, 2L, [—FH o ARt o AR oF|
oA ZEML LERZERICL - THES R
TVwaBfR] L LTEHS NS, HEDOWHYR
TREBRMFR LV FESMHEDNEA, O
XTEERICBE
FEBRICHCT, EECE - CHE2ES
Ao AR EEZTE £ 2 3BT H
(fiduciary) &FFiEH, EBIC X > THFEZIER
S0 AMEEEZEHS X 23R ICREH
(beneficiary) & PR32,

FEER LV BEIFOVTW S, [EE
FREL) LU 1949 FDWIT, +—2F 4
YRy PREO LIS ICBITWS

MEfEZFE% (fiduciary) & i3f» 2 Zhig,
fADFIFED 7= DI DA Z T B LR L7
AMTH 5. ZOKRBBYOFTH S hrad
5 p B, ZOMESFEIZE - Tk
Snhl bR, KB RN
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(the courts of equity) #3{Z FE D% FLH OIS (T3
B2 W B LT & 2t E Tk, RFEE
i, FRAACE > THRESLTWARVIRY
WM TH B = LAEE TD > 72, J(Scott
(1949), p. 541).
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(fiduciary) L4, BEIC X > THEZEY
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(beneficiary) & FEIZ 152,
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(the courts of equity) 23ME LD ZFLH DG
B2 Wit oii Lc a2 KE T, ZaHE
i3, ERfTA ks THESRTVWRVRD,
WM TdH 5z LABEH TD - 7-. 1(Scott
(1949), p. 541).
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FaidE{E : PythonD1 > A M=)l Gkr>2b—1o50k)
- Python 3.7§Z 1 > A BM—=JLUTTF=L\

https://www.python.org/

oooooo

/
0 [Download] hS0S%EER XMacDHFZES5ZFIALTFELY
LCTOUvYHOUL. ‘RSN - Python 3.9.6 - June 28, 2021

/\°—§7¢"F0)7'5 (:Za D —)l/ = Download macOS 64-bit Intel installer

= Download macOs 64-bit universal2 installer

LEDGERDA A M—5TT ., M1FVIERHIERE
KApple SiliconZFIAUTW3 5 (X TEZFIB D

Python Releases for Windows

= Python 3.9.6 - June 28, 2021 » Download Windows installer (32-bit)

Mote that Python 3.9.6 cannot be used on Windows 7 or earlier. ) , B
»« Download Windows installer (64-bit)

» Download Windows embeddable package (32-bit)

= Download Windows embeddable package (64-bit) Windows®D#A (T L5211 I A MN—5%
= Download Windows help file g‘lj >O— RS, gj“)ba w7/
I(. Download 'u-'-,'ir".dcu-'-;ﬂ:nztalle-' IEE-I:nitj- ! S _C‘iﬁb_c-l:a}l\o - a e
I Downoad windows nstaer 6+01) | (32bith*64bith TiES feshit )



https://www.python.org/

(Python®D1 > XA M—=Jl (k1 >R R=ILDEDH)

B Python 3.66 (64-bit) Setup —

Install Python 3.8.6 (64-bit)

Select Install Mow to install Python with default settings, or choose
Customize to enable or disable features.

% Install Mow
C¥lsers¥Shunsuke Doi¥AppData¥Local¥Programs¥Python¥Python3s

Includes IDLE, pip and documentation
Creates shortcuts and file associations

—» Customize installation
Choose location and features

python
for tall launcher for all users (recommended)
windows 1 Ad}l Python 3.8 to PATH Cancel

g Python 3.7.5 (64-bit) Setup -

/ Setup was successful

Special thanks to Mark Hammond, without whose years of
freely shared Windows expertise, Python for Windows would
still be Python for DOS.

New to Python? Start with the gnline tutorial and
documentation.

See what's new in this release.
% Disable path length limit

Changes your machine cenfic
bypass the 260 character "MA

PATH" limitation.

pgth{o’n

windows

tion to allow pregrams, including Pythen, to

Close

"
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a0
FG-60E I:I
o0
_Port2 || Port3 || Port4 || Port5 |

GW:.99 GW:.99 GW:.99% GW:.99 GW:.99
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#E2s : FortiGate 60E (FOS Version7.2.2)
O >&#k : admin/admin(GR— b 1 DS DIEHDHZEFR] U TLE D)

IPIEHk :
« WAN1 : 10.0.0.254/24
* Portl(Internall)
« Port2(Internal2) :
« Port3(Internal3) :
« Port4(Internal4) :
« Port5(Internal5) :

SSL-VPN:ESTE
- FBEZ(FR—b 10443
o ERBDITA 7> MIPHAWE UEEH @ 10.212.134.200-10.212.134.250

: 192.168.1.99/24 X EEAR— b~

192.168.2.99/24
192.168.3.99/24
192.168.4.99/24
192.168.5.99/24
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« JE—R77OTRI—Y
« remotel (Pass:remotel)
« remote2 (Pass:remote?2)
« remote3 (Pass:remote3)
« remote4 (Pass:remote4)
« remote5 (Pass:remoteb)

1T
& guest & O0—7HJL
& remotel & O-Hl
& remote? & O-H
& remote3 & O-HJL
& remoted & O—HJL
& remote5 & O0-H)L

0O 0 0 0 0 0

« JE—KFPOERITIL—T :

« REMOTE-GROUP1

s COUIN—TIEUTDOCIAS NMCTFOTCATEET,

« 192.168.1.0/24.
« REMOTE-GROUP2

192.168.2.0/24. 192.168.3.0/24

o COUIN—TREUTDOEIAY MCTIOCATEFT,

« 192.168.4.0/24.

e FI—T%

B Guest-group

& REMOTE-GROUP1
& REMOTE-GROUP1
& REMOTE-GROUP1
& REMOTE-GROUP2

& REMOTE-GROUPZ2

© Fortinet Inc. All Rights Reserved.
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remotel 192.168.1.0/24

remote2 RENEIE
GROUP1 192.168.2.0/24

remote3
192.168.3.0/24

remote4 192.168.4.0/24

REMOTE-
remoteb GROUP2

192.168.5.0/24
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ARP SPOOFING
= ARP Spoofinglc&DLAN_EDGatewayPDNSH—/NCRDITEIENTES

Riouting undar normal operaton

= IREEDPC(Malicious PC)NLAN_E(CIEH SN S
= ARP(Address Resolution Protocol)&(d = caoway | T( oot )

= Ethernet _LOMACY RLAEIPY RL ADXT zf##ERL T
O-AIL I X NDBEZFEIRT S

= LAN USER(Z. Gateway\DBEFERZHSRVDT,

GatewayDIP7 RL AT DMACT RLR(FRA TS
i ? ERILVEDES ﬂ
Sl - IrsErmat
= Malicious PCT. ARPREIVVENDTEITITU T, Z|iRL
v .--""'--_--""__.J

GatewayDIP(Cx I BMACT RLAZB 9 OMACY R

Riouting subject io ARP cacha poisoning

RELETD
o Malicicais
s FERICIRTOGatewaysEDEE (L. BDLAN User User
DGateway\DiE{EZhijack T&3

https://en.wikipedia.org/wiki/ARP_spoofing
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DHCP SPOOFING

= DHCP Spoofinglc&h. FiU<iE#HaNB3PCODHCPONname server(CRDIEIENTES

Riouting undar normal operaton

= INEEDPC(Malicious PC)NLAN_E(CIE#REN L o Ead S
= DHCP (Dynamic Host Configuration Protocol) e -
ks

= FATECLANICIE S S NIZPCIE. B3 OIPY RLADNS
H—/){—. GatewayDIPY RLAREDIBERMELLDT,

JO0-REVZANLTENSDIBIRZESHIETD
= Malicious PCT. DHCPEIWEDHE(CHU T, RiEHB % -— Irsamet
FSNIZDHCPOREZIRL .. GatwayZBE73(C. DNS I =

B—NZBDSEXELTUED

= FERMVCIRTODNS/GatewaysEDiB{E (. fDLAN Malicicals
User®Gateway\Di@{E#xhijack T3 Usar

Riouting subject io ARP cacha poisoning

https://en.wikipedia.org/wiki/ARP_spoofing
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DNS SPOOFING

= DNS SpoofinglcDDNSH—/NICRDTEIENTES
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= IREEOPC(Malicious PC)NLAN_E(CIE#HieNS
= DNS (Domain Name Service) &l&

IPRYRT—=ITIE, BICIPY RLRICL D TEESLMFTES
nTwd, UhU. CNTIEIARBICE>TAESROT. IP
P RUAICHISUIR&RTIZ DD, TDEZBEIEIPY RL ZAD%T
a2 TN2DHDNS

Malicious PC(Z. 9 TICARP Spoofing(cdkbh
Gateway/DNSH—/NCIRDIELTHD. DNSEVLED
BCHU T, I|MERUBESINTLIPY RLADBERZIRE T D

LAN User(d. S+ EBOBMY A MI3EH L TLBDEDH,
{BEENZPhishingt 4 Mg iaNTUES

Riouting undar normal operaton

LAN Huby LA |as
w L [ =

Riouting subject io ARP cacha poisoning

=] &=

Malkarsis
User

https://en.wikipedia.org/wiki/ARP_spoofing

TLP:AMBER




TLP:AMBER

Medical Gyber Security Council
@Eﬁﬂ'ﬂ \—eF1Ur1iEs

SOREEFAS TRMEEBNBTLEIN ?

O1RFRILL_E
Q1590 1FE
Q593K

TLP:AMBER



TLP:AMBER

Medical Gyber Security Council
@Eﬁﬂ'ﬂ \—eF1Ur1iEs

SOINEZ3 TTRIESNBTULION ?

OHFRRELE
51 5/ \ IO £
5K « V=N Z{EDIESTDIEE TCEIRTETET

TLP:AMBER



@ Medical Gyber Security Coungil TLP:AMBER
EEYIN\—-tFiUrqiRES
|

ETTERCAP / SETOOLKIT

= Ettercap

= ethernetJL —LZE% . 1 X859 33ELTARP/DHCP/DNS
spoofingZz=(iRd3dY—)l

= SETOOLKIT

» ERICFEI DWeb Sitez{B=UTILT > v Zz&EZ0H 1 M
AEN (AED>T<NBY )L
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Google [rmmmms ] « ® a

QINT BEZa—RX [DDE LDEE MNEE :H-&R3 =)L

—\
=

# 2,140,000 4 (0.59 #)

RDRFIEREZR R LU TWE T vpn vulnerability attack
JCDREFRF— 7 — K: vpn valnability attack

https://iopscience.iop.org » article » pdf

Common Vulnerabilities Exposed in VPN — A Survey

R Bansode & - 2021 - #%5| A% 5 — Keywords: VPN, CVE, Network Attacks, NVD. |.
Introduction. A virtual private network (VPN) has been used variously. Security experts use...

https://www.geeksforgeeks.org » secu... - TDRX—I%ZFRT

Security Vulnerabilities in VPN - GeeksforGeeks

2022/05/31 — VPN (Virtual Private Network) can be easily vulnerable to attacks and threats
If its security implementation is not done properly. The most ...
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Kaspersky
ICS CERT

Contents: Lateral movement Encryption Reconnaissance Causes of the incide

Initial attack vector

The attackers exploited th§ CVE-2018-1535/9ulnerability in FortiGate VPN servers to gain access to the

enterprise’s network.

Unpatched FortiGate devices are vulnerable to a directory traversal attack, which allows an attacker to : 0) XE 7:')\ 15

access system files on the FortiGate SSL VPN appliance. Specifically, an unauthenticated attacker can

connect to the appliance through the internet and remotely access the file “sslvpn_websession”, which CVE—ZO 1 9—0379 75$FO rtl net@ %55 'l‘if‘\ % z)
contains the username and password used to access VPN, stored in cleartext. The vulnerability affects : C\:. 7b§\7f’) 75\ }-:)

devices that rurfiFortiOS versions 6.00 to 60.4,5.6.3 to 5.6.7, and 5.4.6 to 5.412. . N
 RE951% 1L directory traversal attack” ™

Several days before the start of the main attack phase, the attackers performed test connections to the ﬁ;ﬁz& % % Z‘_ C\:_ 75?1/) Z')\ }.Z)
VPN Gateway, apparently in order to check that the authentication credentials stolen in an attack on the

VPN server could still be used.

The attackers may have identified the vulnerable device themselves by scanning IP addresses. Alternatively,
they may have bought a ready-made list containing IP addresses of vulnerable FortiGate VPN Gateway
devices. In autumn 2020, an offer to buy a database of such devices appeared on a dark web forum.

Fortinet SSL VPN sslvpn_websession 6.7GB [CVE-2018-13379]

by arendee2018 - 41 minutes ago




[BHROFFMZ XD
* https://nvd.nist.gov/vuln/detail/CVE-2018-13379

E= An official website of the United States government Here's how you know v

NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY
DATABASE
NVD

NATIONAL VULNERABILITY DATABASE

Current Description

An Improper Limitation of a Pathname to a Restricted Directory ("Path Traversal") in Fortinet FortiOS 6.0.0 t0 6.0.4, 5.6.3
to 5.6.7 and 5.4.6 to 5.4.12 and FortiProxy 2.0.0,1.2.0t0 1.2.8,1.1.0 t0 1.1.6, 1.0.0 to 1.0.7 under SSL VPN web portal

JAKCVE-2018-13379 Detail allowsanunauthenticated attacker to download system files via special crafted HTTP resource requests.

VULNERABILITIES

MODIFIED

el THIBRENIT 4 L b U ~DOT@EY /SR L DOFIR | (Path Traversal & /FIEN %) %
SSL-VPNODOweb R—XZILHHRITT 5 & FFAlITIERESN/ZHTTPD U vV — REZEXKI(C
Current Description FVIVRTLT77ANERTYA—REBIE2WEEICHFLTLED

An Improper Limitation of a Pathname to a l
t0 5.6.7 and 5.4.6 to 5.4.12 and FortiProxy 2
allows an unauthenticated attacker to download system files via special crafted HTTP resource requests.

Fortinet, Inc.

+View Analysis Description
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WiIKIPEDIA

The Free Encyclopedia

Main page
Contents
Current events
Random article
About Wikipedia
Contact us
Donate

Contribute

Help

Learn to edit
Community portal
Recent changes
Upload file

Tools

What links here
Related changes
Special pages
Permanent link

P T <

Article Talk

Directory traversal attack

From Wikipedia, the free encyclopedia

A directory traversal (or path traversal) attack exploits i
parent directory" are passed through to the operating syst

Directory traversal is also known as the ..

Contents [hide]

1 Example
2 Variations
2.1 Microsoft Windows
2.2 Percent encoding in URIs
2.2.1 Double encoding
2.2.2 UTF-8
2.3 Archives
3 Prevention
4 See also
5 References
6 Resources
7 External links

/ (dot dot sla

& Not logged in Talk Contributions Create account Login

Example |edit]

A typical example of a vulnerable application in PHP code is:

<?php

$template = 'red.php';

if (isset($_COOKIE['TEMPLATE'])) {
$template = $_COOKIE['TEMPLATE'];

¥

include "/home/users/phpguru/templates/" $template;

An attack against this system could be to send the following HTTP request:

GET /vulnerable.php HTTP/1.0
Cookie: TEMPLATE=../../«u/ v/ uu/os/uu// o /etC/passwd

The server would then generate a response such as:

HTTP/1.0 200 OK
Content-Type: text/html
Server: Apache

root:fi3sED95ibqR6:0:1:System Operator:/:/bin/ksh
daemon:x:1:1::/tmp:
phpguru: f8fk3j10If31.:182:100:Developer:/home/users/phpguru/:/bin/csh
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 https://www.fortinet.com/support/product-downloads#vpn

=-=HTInE.r1 DISCOVERMORE  SUPPORT a Q @

Enterprise Small Business Service Providers Partners

Network Security Enterprise Networking Zero Trust Access Cloud Security Security Operations Cybersecurity Services Support & Services

Product Downloads and Free Trials

Fortinet Named a Leader in the 2022 Gartner® Magic Quadrant™ fa

FortiClient VPN

DOWNLOAD REPORT

The VPN-only version of FortiClient offers SSL VPN and IPSecVPN, but does not include any support. Download the best VPN software for multiple

devices.
s
m i
Remote Access and
Download VPN for Download VPN for MacOS Download VPN for Linux

./ SSL VPN with MFA Windows

; IPSEC VPN with MFA
Free Trials ‘ \/ DOWNLOAD DOWNLOAD .rpm
DOWNLOAD

Download VPN for Android Download VPN for Linux

Product Downloads

FortiClient

~AC
“\‘ _/|\

Download VPN for iOS

DOWNLOAD

DOWNLOAD DOWNLOAD .deb




Step 7: Web SSL-VPN Clientd-1 > X b—JL &t

B FortiClientUpdate

188G O 1180 %##4iR

2 FortiClientd1 A ~—JL

&5 Z#FortiClient > A k=2~

[ ] FortiClient

FortiClientUpdate Fort
integ @ FortiClient VPN
filter

Q FortiClient

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

HHVPNER
[ |
B l |
5 \ |
YE—RGW | | x
+UE—hF— koA EEM
[ f—tome (443 \
) D Enable Single Sign On (SSO) for VPN Tunnel
T 9547y EWE |BL v
B FortiClientUpdate > & FortiClientUpd Pl P O 2—v2rn () 1—vaxRE
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Step 9: VPNJL—ZRIICOT 1> UTCIEEEETIES

IEJ" L S q:' = P

PYTHONCODE
i w.cn_\seo',e'.sxoa_loo 0.254.det
ua-evul_an:ctpy
traversal2 py
= RLZEAX—-)Lot
[/ "whosts" "

Microsoft Wi Yersion 10,0, 7904 p
(c) Microsoft Corporation. All rights reserved.,

C:¥UsersYuser>ced /
C:¥>od pythoncode

C: Yoytharxx;dﬁw’tfu\ traversal_attack.py 182.168.99.1 1044
“pythen’ ABBaT FET (fa 3‘335’”/ 2
mmsza 70 SLELS»F 7741Lt LTEREhTLERA,

C: Yoythoncode>python traversal _attack.py 192.168.89.1 10443

+] Start exxloiting..
' wiin..
Target not vulnerable.

C: ¥Yoythoncoded>python traversal_attack.py 10.0.0.1 10443
{‘l’j Start eploiting....

Check wuin. ..

X Target not wiinergble.

C: ¥oythoncode>python traversal_attack.py 10.0.0.254 10443
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s JESEEZES ST LA-VYINITIT - ARIDHESS 47 ZE<
n ARV RAHIRBRETSTONCIFHRZ . 7ITRERNIRVDICTITATRE
= 1ERFAR
= fES5tD—D. )\wIyA—){-2J0—(Buffer Overrun)&(d ?
= YIRNIIVDODADITEENDRESDALS.
o BEEATINYT . BRILBVESEX
= GetsBi#x
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HA4)\—F)LF1—> (CYBER KILL CHAIN)
= KillChain®rI*TRHEIT 3(EFSH IR MYEEIRY (S0

= FNFI-tid TEBNLAE Kill Chain Approach

L] Find the target;

L] Determine target’s location, course and speed;

" Communicate that information coherently to the platform launching the weapon;
and,

" Launch the attack using anything from a kinetic weapon to electromagnetic
systems to cyber.

o SN THAN-EDI Y1 /)\—F)LF1—>1(Lockheed Martin)
. ﬁ%‘?(Reconnaissa nce)- - - BRZBNHIC. MESTIEREDIBIRZFFHICEDS

Long<arge wide e suressioecs Shooing soluton Yeapon taungh

=  ®E¥MbE(Weaponization)- - - BRXIREY —VEVERR. T4V I REBTERT? oty locatne v o B et
=  ficiiX(Delivery)- - «Y—=)lZXDAD spead . range soluboo

=  IREE(Exploitation)- - - VictimsY—/\-TIREI-F2ElT

= A>ZAb=)L(Installation)- - XILDI7ZBMEREICA AN

= =PRIEE(Command and Control)- - - #+&BE O F I FRB{E I8 2 FHER
= BME1T(Actions on Objective): - - EXUz B =R SIER

https://www.csoonline.com/article/2134037/what-is-the-cyber-kill-chain-a-model-for-tracing-cyberattacks.html

TLP:AMBER


https://web.archive.org/web/20130613233413/http:/cno.navylive.dodlive.mil/files/2013/04/Slide31.jpg

@ Medical cvher Security Council TLP:AMBER
EEYIN\-tF1UT15ES

%) Messlt
= YINIIT, SATA. ARIBECHEISHFIES S

(B%) ELMSEHI1T

NyIyA-)\-J0-

u ﬂﬁ55'|$ . ﬁg7®$%;01§5(: (BAICEOTFEHELDE) F—IEBHAEIETBRBITHETZ. ATV, E=TDWT
oz - ol 1S, [~ > B . AN DIREERN
- E‘E(?_‘ / ,]t\Z/T\J ~ (“ﬁED—C:‘ ) ?EZ*E%}%D’_*IE . TOISLNZHIFTEADT —SFIARTRIEN BN (1-RT=ZNBRHFERVN) FREULSZ TAUET S, A
j_—"j‘((_j\j'b\ ﬁt}]nygtx%u.iﬁl]%,fj-j HY=94Z AHINF 33>, AN BB ZI N E L E(CIETET D,

TE;%&F%_%E’PXJ’G SIHTONUSAEZSE(CRDEBT., BEF IV TREFNABF OTO LR (MERETER
SIE

D Hf‘ 33,”\(1 7O A7z TRV TCEEAD TV ITAEH - BARE

\ R N ORI MBS DA TR E S TUESCE . FREDIER TS MR RVET OIS AHE
SCENTERANER, Yy Pkt A i Sl 7 ¢ 7

SRELE. 320]. IESALE(C RS I 355
= WESSZIFDOIRAT A VINIIVREZMESE M ZIFDEN R
= SENMAE T BIERN BN EFIEIT R LIRS T I THINENHS.
j . BEMEREEZE(CEMUTERZITO.
o N iy
m Hﬁjsg ’HE( C (j:gy < @*Eiﬁh\@éﬁé}j% * TOCTOU(Time Of Check, Time Of uS\e),ﬁﬁ&%?)ﬂdﬁ%ﬁaﬁ(:&éﬁﬁéﬁfﬁ ‘
. J7AVOFBE. RFHF. BHENEEIED THREVSRHROUIR(EAEIE ECDOBADET
R “ . TERAN —DEES1L
u } \“Jj?j_} \ _jD_<5L\(i{i%ﬂa’.%%ujza§§tb\ . ?—’5’4‘:43%42@?’5@(2*”@31’150
. BENDBRETRU TS SNRVES LIS 1- REFELERA.
V=3I FUH

1— b‘ﬂﬁ;—@?ﬂ’ﬁb‘a-ﬁ‘/?I\'DI?’ifLBQMﬁE(Lbi? I-HOT7I23 %EN50OBRDGHZHHENMTHN TS
AR CRELITIUNEE

TLP:AMBER




By I\—-tF1UT1ES

J\WI7A—=)\—5>
s BRESNSEEN. TOTS A0Sy TEMREENZAIVISESEE T2 EEOI— RIE(TTES

@ %edlcal Cyber Security Council TLP:AMBER

o EE  SEURBRISIE. [T0I56BIE Y, | o ———
BRSNS, T0J5 L TRy s6acteds
7 OHA T EORERT — T BEABIET, 77
D\} \‘J77’73“337>/3\T1_C legE{E bf(iﬂbhb\%ﬁﬁb‘ gets L— Hello, We are hackers, we are hackers.........
EDBIL)

= fEERTR -

#include <stdio.h> //ANZFA

Int main(int argc, char **argv)‘{ X Hello, We are hackers, we are hackers.........
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Open Web Application Security Project
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Web7 U —23> - X 1UFT( (LRI RREERRLODURICDVTDITOF T HEIEOHAH > A% iRt

2017 2021
AD1:2017-Injection 7 A01:2021-Broken Access Control
A02:2017-Broken Authentication ~ "‘“:»4—/—""‘"":' A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure -—-"",\'\/_. A03:2021-Injection
A04:2017-XML External Entities (XXE) N (New) A04:2021-Insecure Design
AD5:2017-Broken Access Control ~ “ _——Er A05:2021-Security Misconfiguration
AD6:2017-Security Misconfiguration —_ /y A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) ,’ “ A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization — ! AD8:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities — R __—?v- A09:2021—Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring — (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

A01:2021-75AHEHDA @
A02:2021-ES{EDKEL
A03:2021-14>>1723>
A04:2021-ZEMEERESNBVARTRENE
A05:2021-FI1UT1DEEZR

A06:2021-fE55 TH<ROEOVR—%> b
A07:2021-8REEREEDREL
A08:2021-YINI17ET—ANEESHDORES
A09:2021-t+1Y5/0J EEZHU> T DRER
A10:2021-3—=/\—8B4A RUJIANIA—>1(SSRF)

https://github.com/owasp-ja/Top10/blob/master/2021/docs/index.ja.md
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PROCESS
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INITIATIVE A s srionk

The vulnerability is submitted through our
secure portal and a case ID is created.

We verify the submission and e-mail an
offer to the researcher.

; 4 J J J h The researcher accepts the offer, and is
paid promptly by check or wire transfer.
We notify the affected vendor before sharing the research
S ; ky with other vendors and the public.
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